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E X E C U T I V E  S U M M A R Y

ORGANIZATIONS KEEP BUYING KNOWLEDGE THEY FAIL TO
RETAIN.

Every year, organizations spend millions learning about their own security.

Penetration tests, red-team operations, incident investigations, and architecture

reviews each produce something valuable: evidence of how the organization actually

fails, and what it would take to fail less. Much of that knowledge fails to remain

usable.

The report is delivered as a document. The document is filed. The engagement team

moves on, the internal owner changes roles, and the findings scatter across ticketing

systems, file shares, and the memories of whoever happened to be in the room.

Twelve months later a new assessment rediscovers the same weaknesses — and the

organization pays, again, to learn what it already knew.

This paper names that failure mode knowledge decay, and argues that it is not a

remediation problem, a tooling problem, or a staffing problem. It is a memory problem

— and it has remained unsolved because the labor of preserving security knowledge

was, until recently, economically impossible.

We define the discipline that solves it: Security Knowledge Intelligence — the

practice of transforming years of organizational security evidence into enduring

institutional knowledge, so that every engagement strengthens the next. We describe

the architecture such a system requires (Capture → Connect → Compound →
Decide), the change in economics that makes it practical now, the applications that

emerge once institutional memory exists, and the trust boundaries — provenance,

human judgment, and legal limits — that a responsible implementation must respect.

Felswerk is the first platform engineered for this discipline. But the discipline matters

more than any product: organizations that stop forgetting what they have already

learned improve faster than organizations that simply buy more assessments.
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01 The problem: knowledge decay

Why repeated findings are a memory failure, not a remediation failure.

02 The discipline: Security Knowledge Intelligence

The canonical definition, and the lexicon of the practice.

03 The architecture

Capture, Connect, Compound, Decide — how each stage produces the next.

04 Why now: the economics have changed

AI-assisted extraction, with provenance and human review.

05 Applications built on the foundation

Executive, detection, incident, and exposure workflows on one record.
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07 The result: institutional memory

What compounding knowledge changes about a security program.
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0 1  —  T H E  P R O B L E M

KNOWLEDGE DECAY

Consider the lifecycle of a well-run penetration test. Scoping is careful. The

operators are skilled. The report is thorough: findings with evidence, affected assets,

reproduction steps, and remediation guidance. By any reasonable standard, the

engagement succeeds. The organization has purchased genuine knowledge about

itself.

Then the knowledge begins to decay.

The findings are copied into tickets, where they lose their context. The report itself

goes to a file share, where it loses its audience. The people who absorbed its lessons

change teams, change employers, or simply forget. The next assessment is scoped

without reference to the last one, performed by a vendor who has never seen the

organization's history, and delivered into the same funnel. Each engagement begins

from zero.

The visible symptom is the recurring finding — the same weakness, reported year

after year. It is tempting to read recurrence as a remediation failure: the organization

was told, and did not fix. Sometimes that is true. But just as often the finding was

fixed, in one place, while the underlying pattern — the root cause that keeps

generating instances of the weakness — was never recognized, because recognizing

it requires comparing evidence across engagements, vendors, and years. No single

report contains the pattern. Only the accumulated record does — and the

accumulated record does not exist.

Why the record does not exist

It is not for lack of caring. Security teams have tried to maintain finding databases,

wikis, and spreadsheets for decades. These efforts fail for a structural reason: the

source material is prose. A security report is written for human readers, not for

machines. Turning one report into structured, connected, queryable knowledge is

hours of expert labor; keeping years of reports connected as new evidence arrives is

a full-time discipline no team has ever been resourced to sustain. So the work is not

done, and the knowledge decays on a predictable schedule: sharply when people

leave, steadily as context fades, completely when formats and tools change.
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0 1  —  T H E  P R O B L E M

ORGANIZATIONS DON’T HAVE A SECURITY

PROBLEM. THEY HAVE A FORGETTING

PROBLEM.

Framed this way, the waste becomes visible. The marginal value of the fifth

assessment should be higher than the first — the organization knows more, and each

new observation should land in richer context. In practice the opposite happens: the

fifth assessment is worth less, because it rediscovers more and reveals less.

Organizations keep buying knowledge they fail to retain.
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0 2  —  T H E  D I S C I P L I N E

SECURITY KNOWLEDGE INTELLIGENCE

A failure mode this consistent deserves a discipline, not a feature. We define it as

follows.

SECURITY KNOWLEDGE INTELLIGENCE

noun · discipline

The discipline of transforming years of organizational security evidence into

enduring institutional knowledge — so that every engagement strengthens

the next.

Three commitments distinguish the discipline from ordinary reporting and analytics:

Evidence is preserved as knowledge, not as documents. The unit of retention is the

finding, the asset, the technique, the decision — each connected to its source, not

trapped in it. A document is an artifact of one moment; knowledge is a structure that

survives the moment.

New knowledge is connected to old knowledge at the moment it arrives. Connection

deferred is connection never made. Every new observation must take its place in the

organization's history while the context still exists to place it correctly.

The record must outlive its authors. Personnel change, vendors rotate, tools are

replaced. Institutional knowledge is precisely the understanding that survives those

changes — owned by the organization, not by whoever happened to be in the room.
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0 2  —  T H E  D I S C I P L I N E

The lexicon

The discipline uses a small vocabulary, defined precisely and used consistently.

Knowledge Decay

The progressive loss of institutional security knowledge between engagements — as

documents are filed, context fades, and people move on. Knowledge decay begins

when organizational evidence is trapped in documents and disconnected systems.

Knowledge Compounding

The property of a security program in which each engagement increases the value of

every engagement that came before it — because new evidence is connected to, and

reinterprets, the accumulated record.

Institutional Memory

The retained organizational understanding that survives personnel and vendor

changes: a durable, queryable record of everything the organization has learned

about its own security.

Security Knowledge Intelligence

The discipline of transforming years of organizational security evidence into enduring

institutional knowledge.
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0 3  —  T H E  A R C H I T E C T U R E

FOUR STAGES, ONE RECORD

A system that practices Security Knowledge Intelligence has a necessary shape.

Evidence must become structure; structure must become relationships; relationships

must accumulate into memory; and memory must be answerable when a decision is

required. Each stage exists to make the next one possible.

CAPTURE → CONNECT → COMPOUND → DECIDE

Capture — evidence becomes structure

Everything the organization pays to learn arrives as documents: assessment reports,

scanner output, incident records, policies, architecture reviews. Capture is where

those documents stop being files and become structured knowledge — findings,

techniques, assets, and evidence extracted into a common model, with a human-

readable trail from every structured element back to the exact passage in the source

document that produced it. Traceability is not a feature of this stage; it is the stage's

definition of correctness.

Connect — observations become relationships

A finding in isolation is a data point. A finding connected to three years of history is

understanding. At Connect, each new observation is related to everything the

organization already knows: matched against prior findings, joined to the assets and

identities it concerns, placed in the shared language of frameworks such as MITRE

ATT&CK, and enriched with known-exploited-vulnerability context. Root causes that

keep producing findings surface as patterns rather than being rediscovered as

surprises.
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0 3  —  T H E  A R C H I T E C T U R E  ( C O N T I N U E D )

Compound — knowledge accrues value

This is the stage the industry skips. Reports are consumed and filed; a compounding

system keeps them working. Each new engagement re-reads the whole record:

recurrence is recognized across years, trends become measurable across

engagements rather than within them, and aging or contradicted evidence is flagged

before it silently expires. By the tenth assessment, every conclusion is informed by

the nine that came before it — and every new observation increases the value of the

entire record.

Decide — memory becomes action

Institutional memory earns its keep when a decision has to be made. The

accumulated record becomes ranked priorities, executive narratives, detection

guidance, and roadmaps — each claim linked to the evidence behind it, so the

decision is not only informed but defensible. A conclusion that cannot show its

sources is an opinion; the architecture exists so that conclusions are never merely

opinions.
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0 4  —  W H Y  N O W

THE ECONOMICS HAVE CHANGED

The knowledge was never the problem. The labor was. Organizations have always

possessed the raw material of institutional memory — it sat in their file shares,

unread. What they could not afford was the sustained expert labor of extraction and

connection: reading every report closely, structuring every finding, relating every

observation to years of accumulated evidence, and keeping all of it current as new

engagements arrive.

AI changed the economics. Systems can now read the reports, extract the structure,

and hold the connections — at a marginal cost low enough to apply to every

document the organization has ever produced, not just the ones someone found time

for. Work that was once a research project becomes a background property of the

system.

What automation must not be trusted to do

Lower cost of extraction does not mean lower standards of evidence. Three design

principles keep the system honest:

PROVENANCE

Every extracted finding, connection, and conclusion links back to the source passage that

produced it. Nothing in the record is more than one click from its evidence.

HUMAN REVIEW

Extraction is AI-assisted, not AI-decided. Practitioners can inspect, correct, and annotate the

structured record; corrections become part of the record's history.

HONEST UNCERTAINTY

Where the source material is ambiguous, the system preserves the ambiguity rather than

manufacturing confidence. A memory that overstates what was known is worse than no

memory at all.

The result is not "automated security analysis." It is something narrower and more

durable: the elimination of the clerical barrier that made institutional memory

unaffordable, with the judgment left where it belongs — with the organization's

people.
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0 5  —  A P P L I C A T I O N S

BUILT ON THE FOUNDATION

Once institutional memory exists, workflows that previously required standalone

products become views over one connected record. The applications below are

deliberately subordinate to the foundation: each is only as good as the memory

beneath it.

EXECUTIVE INTELLIGENCE

Board narratives, budget memos, maturity scoring, and peer context composed from the

organization's own evidence — every claim traceable to its source, so leadership

communication survives scrutiny.

DETECTION ENGINEERING

Detection priorities derived from what engagements actually demonstrated, translated to the

organization's detection stack, with validation tracking so coverage claims stay honest.

INCIDENT INTELLIGENCE

A working record per incident — timeline, evidence, obligations, communications — that

feeds institutional memory instead of evaporating after the post-mortem. During an incident,

the record identifies potentially applicable notification obligations and computes their

deadlines; the resulting context is designed to inform counsel, not to replace it.

EXPOSURE PRIORITIZATION

Vulnerability lifecycle with known-exploited-vulnerability awareness, prioritized by what the

organization's own history says recurs — not by generic severity alone.

SECURITY PROGRAMS DON’T IMPROVE BECAUSE THEY BUY MORE

ASSESSMENTS. THEY IMPROVE BECAUSE THEY STOP FORGETTING

WHAT THEY’VE ALREADY LEARNED.
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0 6  —  T R U S T

PROVENANCE, AUDITABILITY, AND BOUNDARIES

An institutional memory is a concentration of an organization's most sensitive self-

knowledge. A system worthy of holding it must be explicit about ownership,

verifiability, and limits.

Data ownership

The organization's evidence remains the organization's. It is encrypted at rest and in

transit, is never sold, and is never used to train AI models. Export is a first-class

capability: a memory the organization cannot take with it is not institutional memory

— it is vendor lock-in wearing memory's clothes.

Traceability and auditability

Every conclusion in the record links to its evidence, and every consequential action

— access, edits, sign-offs, waivers — leaves an audit trail. Risk decisions are

recorded with owners, rationale, and expiry, producing the decision history that

regulators and boards increasingly expect.

The limits of automation

AI-assisted extraction misreads; correlation suggests relationships that a practitioner

may reject; language models summarize with false fluency when unconstrained. The

system's answer to each failure mode is structural, not aspirational: provenance

makes errors findable, human review makes them correctable, and cited generation

— answers composed only from the organization's own evidence, with references —

makes fluency accountable to sources.

Legal and regulatory boundaries

The platform identifies potentially applicable notification obligations and computes

their deadlines from the facts of a recorded incident. It does not provide legal advice,

does not determine which laws apply to a given set of facts, and is designed to

inform counsel rather than substitute for it. Organizations should treat every

regulatory output as context for a decision that remains theirs — and their counsel's

— to make.
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0 7  —  T H E  R E S U L T

INSTITUTIONAL MEMORY

What actually changes when knowledge compounds? Three things, in order of how

quickly they become visible.

Repetition becomes visible, then rare. The first thing a connected record reveals is

how much of the organization's security spending has been re-purchasing the same

knowledge. Recurring weaknesses get root-cause owners instead of annual

rediscovery. Assessment scope shifts from "test everything again" to "test what the

record says we don't yet know."

Decisions inherit context. Prioritization stops being a negotiation between generic

severity scores and starts being a reading of the organization's own history: what

recurs, what was accepted and why, what changed after the last remediation.

Executive communication improves for the same reason — the narrative is composed

from evidence, not reconstructed from memory each quarter.

The program survives its people. Departures stop erasing history. New team

members inherit a queryable record instead of a folder of PDFs and a shrug. Vendor

changes stop resetting the organization's understanding of itself.

EVERY SECURITY ENGAGEMENT TEACHES YOUR

ORGANIZATION SOMETHING. IT SHOULD NEVER HAVE TO

LEARN THE SAME LESSON TWICE.

That is the whole thesis. The discipline is Security Knowledge Intelligence; the

architecture is Capture, Connect, Compound, Decide; the economics finally permit it;

and the outcome is an organization that improves because it remembers.

About Felswerk

Felswerk is the first Security Knowledge Intelligence platform, transforming years of

organizational security evidence into enduring institutional knowledge so every

engagement strengthens the next. The name draws from the German Fels, meaning

rock: for us, it evokes bedrock, permanence, and structures engineered to endure.

Felswerk is built by Hoffmann Holdings in Chicago, Illinois.

© 2026 Felswerk · felswerk.com · Classification: Public. This document describes a discipline and an

architecture; product capabilities evolve, and the current platform reference is maintained at

felswerk.com/platform.
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